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 PEERING THROUGH THE CLOUD

CLOUD COMPUTING: MANY BENEFITS BUT THERE ARE SOME LEGAL ISSUES TO CONSIDER *

Brad Newman
Business Law Group, Ogilvy Renault LLP

While outsourcing the processing or hosting of in-
formation is not a new idea, as many companies are
familiar with application service providers (“ASPs”)
and software-as-a-service (“SaaS”), “cloud comput-
ing” has become a catch-all phrase that represents
the plethora of hosting and processing services
available and delivered over the Internet.' The grow-
ing popularity with consumers of online services as
well as the entrance of some brand-name vendors
with corporate offerings (such as Amazon’s Elastic
Compute Cloud (“EC2”), Google Apps and Micro-
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soft’s recent announcement that Office 2010 will be
offered as a free online service), has brought in-
creased awareness to this combination of grid and
utility computing services.” One study found that 69
per cent of Americans who use the Internet use some
form of cloud computing, such as Hotmail and
Gmail or online personal photo storage services.’

Cloud computing can be used by corporate clients
to outsource, for example, data processing (such as
massive database management or data mining), help
desk management, CRM, word processing require-
ments and even all or a substantial portion of a com-
pany’s IT infrastructure. Many of the above, when
implemented in-house, require expensive infrastruc-
ture that are often not used at maximum efficiency.
One flavour of cloud computing that may be particu-
larly attractive to businesses engaged in sensitive
industries or handling sensitive information is the
“Private Cloud”, whereby a business or other or-
ganization creates its own Internet-based data centre
that is not generally available to the public.

With vastly improved features, usability and
awareness, corporations and individuals are finding
the siren call of cloud computing particularly com-
pelling. While the benefits are many, the potential
legal pitfalls that come with cloud computing must
be considered.

First, some of the advantages that cloud computing
offers:
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e Pricing: Some cloud providers’ pricing
models contemplate a monthly subscrip-
tion fee while other vendors provide the
services on a pay-as-you-go, utility-
based model. For example, users pay for
the volume of data stored or number of
servers required.

e Scalability: Cloud vendors often allocate
resources to a user as needed (or re-
quested), which has obvious benefits for
both the cloud vendor and user: cloud
vendors benefit greatly from economies of
scale and the efficient use of their re-
sources, while users benefit from the re-
sulting flow-through cost savings as well
as the availability, often on-demand in
real-time, of vast and flexible resources
that can suit their needs without having to
worry about whether too much or too little
was spent on in-house IT deployments.

e Transparency: Users can typically see ex-
actly how much they pay for their usage of
specific services, whereas non-cloud ven-
dors are often unwilling or unable to dis-
close how much a user is paying for each
server used or gigabyte transferred.

e Simple purchasing: Though also a po-
tential pitfall, many cloud computing ser-
vices can be purchased over the Internet
with a credit card and the services be-
come available instantly. There is no need
to issue a complicated request for pro-
posal, but no opportunity to negotiate the
terms of service.

e Sensitive Data: For businesses whose
employees travel frequently and use port-
able laptops, the risk of loss, theft or con-
fiscation of sensitive information stored
locally on these devices can be mitigated,
to some extent, by using cloud applica-
tions and storing data in the cloud.

However, all that glitters may not be gold. Com-

panies must tread carefully when considering cloud
computing as there are a variety of potential legal
issues that need to be considered before engaging a
cloud computing vendor:

e Privacy: Certain jurisdictions require
personal information to remain within
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that jurisdiction’s borders unless the re-
ceiving jurisdiction has comparable legal
safeguards. For example, the EU Data
Protection Directive only permits the
transfer of personal data to non-EU na-
tions that ensure an “adequate level of
protection”.’ Cloud computing architec-
ture, by its nature, provides that vendors
may process resources in or through a
number of jurisdictions at any given time.
While in certain circumstances the cloud
vendor can offer to limit where a specific
user’s data is held, it may not be possible
or practical. Users also need to consider
the risk that their data may be disclosed to
the government of the jurisdiction in
which their data is held by the vendor,
possibly without their knowledge or con-
sent. For example, the USA PATRIOT Act
permits the U.S. federal government to
seek a court order for disclosure of elec-
tronic records, often without permitting
notice to the user.’ From a Canadian per-
spective, a company thinking about out-
sourcing the processing or storage of
personal information to a cloud vendor
needs to consider applicable legislation
(such as the Personal Information Pro-
tection and Electronic Documents Act,
S.C. 2000, c. 5 (“PIPEDA”)), which
may require:

a) notice to the data subjects their information
might be stored outside of Canada and their
information may be accessed by governmen-
tal authorities according to the laws of that
jurisdiction;’ and

b) contractual obligations for the cloud vendor to
safeguard personal information to the same ex-
tent as the company using the cloud services.’

Special considerations will apply if the prospec-
tive outsourcer is a federally regulated entity and
therefore would have to comply with OSFI guide-
lines. The OSFI guidelines specify, among other
things, that an outsourcing agreement is expected to
point to a physical location where the outsourced
activities are to take place; this requirement could
make (non-private) cloud computing impractical.’
Additionally, the federal Bank Act, requires that cer-
tain records be stored in Canada.’

&3

e Foreign Governments: The autonomy of
private or state-sponsored enterprises var-
ies between jurisdictions. It is important
for the user to conduct due diligence and,
if doubts persist about the potential for
governments to monitor or access the
user’s systems or information flow, be
sure to insist on appropriate confidential-
ity, security and indemnification protec-
tions or consider seeking an alternate
cloud vendor.

e Export Controls: Given the multitude
of locations from which cloud services
may be provided by any one vendor, en-
suring compliance with federal export
controls may be difficult (where, for ex-
ample, a company has sourced a soft-
ware development platform in the cloud
and the software to be developed con-
tains encryption technologies subject to
export controls).

¢ Ownership: Care has to be taken to en-
sure cloud vendor and user rights in their
respective intellectual property are clearly
delineated. For example, many cloud ser-
vices involve the provision of proprietary
development tools by the vendor, which
allows the user to create its own data-
bases, software or other applications. In
order to ensure that the user comes away
with a product that can be utilized by or
licensed to other parties, it is essential to
determine to what extent vendor or other
third-party components are incorporated.
Similarly, where mission critical or enter-
prise business processes are involved, it is
critical to make certain that appropriate
business continuity plans and possibly
source code escrow agreements are in
place to anticipate a potential bankruptcy
of the vendor or some other cessation of
the vendor’s services.

As well, cloud vendor standard form contracts are
often drafted decidedly in the cloud vendor’s favour.
Whether cloud computing is sourced for simple data
processing or for enterprise resource planning for
mission critical business processes, close attention
should be paid to the following provisions com-
monly found in such standard form contracts — par-
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ticularly if the services are going to be purchased
online without any negotiation (also known as “off-
the-shelf” services):

e Uptime: In July 2008, Amazon’s S3 ex-
perienced an outage lasting more than
seven hours that affected all U.S. custom-
ers, including the high-profile social net-
working site Twitter."” While some cloud
vendors will include representations of
high-levels of uptime backed by service
credits issued in the event of outages
(such as Amazon), others provide repre-
sentations of nearly guaranteed uptime
while also disclaiming liability for unan-
ticipated or unscheduled delays or out-
ages. Where the vendor is unwilling to
negotiate, users should have their own
back-up systems and business continuity
plans in place to address possible long-
term outages by key vendors, which
should contemplate redundant data stor-
age and backup services.

e Security: In July 2009, a hacker gained
access to confidential documents stored
on Google Apps by hacking a Twitter
employee’s official email account —
which was hosted by Gmail."" While it
should be noted that access was appar-
ently gained by the hacker as a result of
poor password selection and protection
by the victim, the incident serves as a re-
minder that sensitive information in the
cloud can be vulnerable. Since vendors
may not be forthcoming about their secu-
rity measures and limitations of liability,
in their standard form contracts, are often
limited to the amount paid by the user or
less, users may be out of luck if they suf-
fer damages as a result of the loss or
inadvertent disclosure of personal or sen-
sitive information, or in the event of a se-
curity breach of the vendor’s systems.

e Monitoring: Many cloud vendors’ stan-
dard form contracts include the right to
monitor all data which, without the inclu-
sion of appropriate confidentiality and in-
demnification provisions, should be a
source of concern for users who wish to
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process sensitive business information in
the cloud.

e Varying Terms: Another common inclu-
sion in cloud vendor standard form con-
tracts is the ability of the vendor to modify
the terms of the agreement, with such
modifications deemed accepted by either
continued use any time after the new terms
have been posted on the vendor’s website
or after a certain stated time (e.g. 15 days
after posting). An example of this is Apple
Inc.’s recent modifications to the Terms of
Service for its online service MobileMe.
The notice provisions of the Terms of Ser-
vice provide that notice of a change in the
Terms of Service may be e-mailed, sent by
regular mail or posted on its website. Ap-
ple recently added provisions related to its
collection and use of customer information
as well as adding a limitation of liability
for any permanent cessation of the ser-
vice.” If Apple chose to only post these
important changes to its website, they
would only be noticed if the customer vis-
ited the MobileMe website, yet the
changes would likely have legal effect.

e Pay the Bills: The services agreement of
one popular cloud vendor provides, in the
event a user’s account falls into arrears, the
vendor has the right to terminate and sus-
pend access to the services. Perhaps most
importantly, the vendor has no obligation to
retain such user’s data, which may be “irre-
trievably deleted” after 30 days.

From this brief review of just some of the poten-
tial privacy issues in cloud computing, it is apparent
that companies may encounter turbulence along
the way.

CONCLUSION

The expanding and increasingly competitive mar-
ketplace of Internet-based outsourcing services that
comprise the “cloud computing” lexicon provides
vendors and users with lower overall costs of im-
plementation thanks to economies of scale and
greater scalability. However, both parties must be
careful to ensure their interests are protected when
entering into cloud computing arrangements, par-
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ticularly those users purchasing off-the-shelf ser-
vices subject to standard form contracts.

[Editor s note: Given the rapid developments in the
field of cloud computing, please note that the article
was originally authored in November 2009.

Brad Newman is an associate in Ogilvy Renault's
Business Law Group in Toronto. His practice covers
all aspects of corporate and commercial law, with an
emphasis on IT-related matters. He can be reached at
<bnewman@ogilvyrenault.com>.]
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* HE SAID, SHE SAID: A WORLDVIEW ON THE CHALLENGES OF CITIZEN

JOURNALISM AND PROVING DEFAMATION ONLINE -

David Wotherspoon and Christian Leblanc
Fasken Martineau DuMoulin LLP

The phenomenon of citizen journalism — also
known as grassroots media, people’s media, participa-
tory media, open source journalism and do-it-yourself
journalism — is gaining momentum and prestige.

Citizen journalism is not exactly a new concept.
Leaflets and community newsletters have long pro-
vided ordinary people with an outlet for their point of
view. But the Internet has empowered citizen journal-
ists with unprecedented access to a global audience and
a new level of permanence to their comments.

In one sense, a citizen journalist today is anyone
with access to the Internet and an interest in telling a
story. Savvy bloggers have the technological tools to
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compete with traditional journalists and media out-
lets on breaking news stories. Simple publishing
software, handy mobile devices, and ubiquitous
wireless connections are empowering ordinary peo-
ple to actively create and disseminate news online.
The distinction between professional and citizen
journalists is becoming blurred. Many professional
journalists now publish their own professional and
personal blogs. Meanwhile traditional news media
are engaging citizens to provide reports — some-
times for a fee. And hybrid news sites, such as
<OhMyNews.com>, use professional and citizen
journalists equally to handle similar assignments.
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Even the New York Times has launched citizen jour-
nalism sites for communities in and around New
York City, and <CNN.com> has long featured con-
tributions from citizen journalists, particularly
homemade news videos.

But do these citizen journalists have the same ob-
ligations — and protections — as traditional media
outlets? Given the global reach and permanence of
Internet communications, citizen journalism is rais-
ing the stakes for the “responsible journalism” de-
fense in defamation law suits.

Because of the international nature of citizen
journalism, it’s also useful to take a broader world-
view of the topic, keeping in mind some of the case-
law in and outside the U.S. to understand how
different countries view defamation on the internet.
Here, we’ve taken a look at three core issues of citi-
zen journalism — jurisdiction, accountability and
“responsible journalism” — and how they have vari-
ously been addressed by countries in the English-
speaking Western world, where we see a great deal
of overlap in news coverage.

CROSS-JURISDICTIONAL CLAIMS

Given the global reach of the Internet, what law
applies when confronting defamation? Before launch-
ing a case, a claimant must establish jurisdiction.

But establishing jurisdiction can often prove quite
difficult, as it was in the seminal case Braintech, Inc.
v. Kostiuk. The company Braintech had, in 1997, ob-
tained a default judgment of $300,000 for libel and
disparagement claims after the defendant had posted
defamatory material to an Internet message board.

However, the Supreme Court of British Colum-
bia later determined the defendant’s only connec-
tion with the jurisdiction, in this case Texas, was a
passive posting on an Internet bulletin board.
Braintech attempted to enforce the default judg-
ment against Kostiuk in British Columbia. Notably,
there was no evidence of publication to any person
in Texas, nor was there any evidence that Kostiuk
had a business interest of any kind in Texas. The
court held that:

... the complainant must offer better proof that the
defendant has entered Texas than the mere possibil-
ity that someone in that jurisdiction might have
reached out to cyberspace to bring the defamatory
material to a screen in Texas ...

It would create a crippling effect on freedom of
expression if, in every jurisdiction the world over in
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which access to Internet could be achieved, a person
who posts fair comment on a bulletin board could be
haled before the courts of each of those countries
where access to this bulletin could be obtained.

Online communications are not available in com-
prehensible form until downloaded onto a computer.
Therefore, establishing jurisdiction hinges on prov-
ing where a person downloads the material and
where damage to reputation is done.

This point was explored in the Australian case of
Dow Jones & Company Inc. v. Gutnick. Dow Jones
hosted an online magazine that published an article
containing allegedly defamatory references to the
plaintiff. The plaintiff was successful by narrowing
the scope of his claim to allege that the damage suf-
fered to his reputation occurred in Australia as a
consequence of publication of the defamatory article
in Australia.

Similarly in the Canadian case Burke v. NYP
Holdings,” the plaintiff alleged that a column pub-
lished in the New York Post and posted on the news-
paper’s website (maintained by the newspaper and
available globally) contained defamatory content.
Ultimately, the British Columbia Supreme Court
assumed jurisdiction over the matter finding that the
tort occurred when the column was accessed from
within British Columbia.

HOW FAR DOES ACCOUNTABILITY EXTEND?

Sorting out the source of a comment — and its
credibility — is increasingly difficult online. In the
faceless world of micro-blogging sites, fake celebri-
ties can tarnish the reputation of their targets in just
140-character messages. Yet the anonymity (or false
identity) offered by the Internet is only one chal-
lenge in holding people accountable for their post-
ings. Even when the author discloses his or her
name, how are readers to determine if the statements
are objective or accurate? Who qualifies as a jour-
nalist today? And what are their responsibilities and
protections when reporting?

So far the relatively new “responsible journalism
defense” has only been contemplated in the context of
traditional media and journalism: professional, paid,
accredited journalists and official news agencies.

Defamation is an offense. But a journalist in some
jurisdictions can escape liability by arguing a com-
ment falls under one of several legal defenses: truth
or justification, fair comment, jest, statutory immu-
nity, privilege, or responsible journalism. This last
defense — responsible journalism — was first used
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successfully in England in 1999 in the case of Rey-
nolds v. Times Newspapers.’

The plaintiff, a former prime minister of Ireland,
sued over a newspaper article that he interpreted as
accusing him of intentionally misleading the legisla-
ture and lying to his colleagues. In its decision, the
House of Lords considered three competing values:

1. the right of the public to access information
on matters of legitimate public interest;

2. the ability of the press to report on such mat-
ters in a fair and responsible manner;

3. the protection of reputation.
In rendering the decision, Lord Nicholls said:

... the common law has recognized there are occa-
sions when the public interest requires that publica-
tion to the world at large should be privileged. ...
The court is concerned to assess whether the infor-
mation was of sufficient value to the public that, in
the public interest, it should be protected by privi-
lege in the absence of malice.

And so the defense of responsible journalism was
born. This landmark made valid the media’s claim
that — in some instances — it has a duty to publish
an allegation even if it later turns out to be wrong.

The “Reynolds defense” was subsequently refined
by the court in Jameel (Mohammed) v. Wall Street
Journal Europe. The case concerned a report that the
Saudi Arabian Monetary Authority was monitoring
bank accounts associated with prominent business-
men to ensure they would not be used to transmit
funds to terrorist organizations. The plaintiffs were
among those named as under observation. In its rul-
ing in favour of the media, the court provided for an
increased freedom of the press as long as the media
acts responsibly and in the public interest.

Some courts have relied on codes of ethics set by
professional journalists’ associations and on internal
codes of ethics of media organizations. Traditionally
truth has been the best defense of all in defending
against claims of defamation.

DOES RESPONSIBLE JOURNALISM APPLY TO
CITIZEN JOURNALISTS?

Can the responsible journalism defense apply
equally to citizen journalists who run afoul of their
subjects? There appears to be nothing, per se, that
precludes applying the elements of responsible jour-
nalism to professional and citizen journalists alike.
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Perhaps it is merely a matter of assessing what is
reasonable for a given journalist in a given context.

Looking at the deep pockets of Internet Service
Providers (“ISPs”), plaintiffs have attempted to name
ISPs as defendants in defamation actions. They argue
that ISPs share some characteristics with more tradi-
tional publishers — namely, the ability to edit content.
But not all ISPs provide the same services. Some act
solely as an access provider, connecting subscribing
users with the Internet. Others provide email ad-
dresses, host content or host websites.

The law in other jurisdictions — particularly the
United States and England — is inconsistent. To
avoid a plea of innocent dissemination in the United
States, the plaintiff must prove that the publisher was
not innocent. Conversely, England does not presume
innocent dissemination. Instead, the defendant
publisher must establish its innocence to stand on
this defense.

To date, Canadian jurisprudence does not speak
directly to the liability of ISPs. Regardless of the
services offered, ISPs are unlikely to act like news-
paper editors so the law of innocent dissemination
becomes relevant.

What does this theoretical risk mean in the real
world? Consider a company contemplating using
Web 2.0 to create an intranet site where employees
can post comments. At first blush, it may seem pru-
dent to install software to screen out obscene lan-
guage. But if an employee then uses the site to make
defamatory comments about a co-worker, the com-
pany may be held responsible as an editor. This same
scenario could equally apply to media websites that
allow members of the public to post comments
online. The risk may be even greater for news ag-
gregation sites such as the Drudge Report and Huff-
ington Post that collect and republish links to stories
and columns from other sources.

For true ISPs who merely provide the hardware
and network connection for websites, there seems to
be little risk of being caught up in defamation suits.
But the minute someone exercises any form of con-
trol, there is a tendency for the courts to interpret
that behaviour as editorial control.

It would be foolhardy to underestimate the power
of online communications today — and in future.
Individuals, institutions and companies alike con-
tinue to flock to the Internet because of the connec-
tion it offers to a potentially vast global audience.
But the anonymity, immediacy, informality and per-
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vasiveness of online communications make it an
ideal breeding ground for defamatory statements.

[Editor s Note: In the light of the recent Supreme
Court of Canada decisions, please note that the article
was originally authored in September, 2009, and stay
tuned for the detailed analysis of these developments.

David Wotherspoon, a partner with Fasken Marti-
neau in Vancouver, has provided advice and exper-
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former news photographer, his curiosity about media
issues transferred into his legal career as he pursued
matters of defamation, publication bans, and other
media issues. Many of David’s cases involve pro-
tecting businesses that are targeted and need intense
and swift action to safeguard their rights. He does
not Twitter.

Christian Leblanc, a partner with Fasken Marti-
neau in Montreal, specializes in media and commu-
nication law. He acts for some of Canada’s larger
media enterprises on issues relating to freedom of
the press and freedom of speech. Currently he is act-
ing for the CBC, La Presse newspaper, Astral Media
Radio, Groupe TVA, Transcontinental Media and the
Quebec Federation of Journalists in their bid to gain
intervener status before the Supreme Court of
Canada in a publication ban case.
© 2009 by David Wotherspoon and Christian Leblanc.]
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