
Don’t shoot the messenger! 

Intermediaries as Attractive Defendants
When the United States began its campaign against online gambling, 
Internet intermediaries, telecommunications providers and Internet 
service providers (ISPs), became nervous. Would they be caught in the net 
of anti-gambling measures? Although some time as gone by, the question 
remains largely unanswered. Internet intermediaries are the sine qua non 
of the online gambling industry. Without the wired and wireless services 
that these intermediaries offer, Canadians could not access offshore 
gambling sites and engage in online gambling. However, unlike online 
gambling companies, intermediaries offer a more easily accessible target 
as their head offices and bank accounts are located in Canada and, in some 
cases, they have very deep pockets. For all of these reasons, intermediaries 
are legitimately concerned about possible criminal and civil liability.

“Here and There”: The Ability of Canadian Courts to Assume 
Jurisdiction
Though there is no instance of Canadian courts assuming jurisdiction 
in a case dealing specifically with the liability of Internet intermediaries 
regarding online gambling activities undertaken using their services, 2 there 
are precedents that deal with cross-border telephone fraud, defamation, 
and copyright infringement that would likely allow Canadian courts to 
assume jurisdiction in such a case.3 With regard to telecommunications 
in general, Canadian courts have taken the position that there may be a 
“real and substantial connection”4 in matters of civil and criminal liability 
regarding foreign transmissions coming into Canada5 and transmission 
from Canada to other jurisdictions.6 American courts have taken a 
similar view in assuming jurisdiction both when the US is the country of 
transmission7 and when it is the country of reception.8

While it dealt with an online gambling company rather than an Internet 
intermediary, the R. v. Starnet Communications International Inc.9 decision 
underscores that an online gaming operation that is unlicensed in 
Canada but has sufficient connections to Canada may still be successfully 
prosecuted under the Criminal Code. Ultimately, to relieve itself of 
criminal liability, Starnet had to restructure itself in a manner that reduced 
its connections to Canada significantly. From Starnet, it is apparent 
that relevant connecting factors—and therefore potential targets for 
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prosecution—might include the end users, 
the gaming operator, the host server, and the 
intermediaries. Given the amorphous multi-
jurisdictional nature of online gambling 
companies and the anonymous nature 
of the Internet, it becomes immediately 
apparent that it might be difficult to pursue 
the gaming operator and to properly 
identify the end users. This leaves Internet 
intermediaries—those that may be hosting 
the online gambling website on their servers 
and whose customers may be using their 
infrastructure to access the online gambling 
website—as the most readily available targets 
for legal action. The possible willingness 
of Canadian courts to assume jurisdiction 
based on both transmission and reception 
of telecommunications only broadens the 
potential number of intermediaries that 
might be added as parties to a lawsuit.

The Knowledge Factor for Criminal 
Responsibility: Controlling the Medium 
but not the Message10 
A foundational principle of criminal justice 
in common law jurisdictions is that an act 
cannot make a person guilty unless their 
mind is also guilty. Thus, in addition to 
fault, in order to be found criminally guilty 
an awareness of wrongdoing is required 
in Canada for any type of offence with 
the possibility of imprisonment,11 such as 
the Criminal Code’s gambling provisions.12 
Although it is clear that some sort of 
knowledge of illegal activity would be 
required for Internet intermediaries to be 
held criminally responsible, the lack of case 
law specifically dealing with intermediary 
liability in the online gambling context 
makes it difficult to determine what would 
constitute such knowledge. Given the 

uncertainty about what is legal and illegal 
in the online gambling context, would it be 
unfair to expect our intermediaries to police 
the offerings made through their services in 
order to avoid liability?

Turning to Other Common Law 
Jurisdictions for Guidance
Because of the dearth of Canadian legislation 
and case law dealing with intermediary 
liability in the online gambling context, 
it is helpful to turn to the US and the 
UK for guidance. Despite the US’ strong 
stance against online gambling, there are 
several key instances where their legislation 
insulates Internet intermediaries from 
liability. Section 230(c)(1) of the United 
States’ Communications Decency Act of 199613 
states: “No provider or user of an interactive 
computer service shall be treated as the 
publisher or speaker of any information 
provided by another information content 
provider.” Further, s. 2 of the Unlawful Internet 
Gambling Enforcement Act14 of 2006 states that 
“the term ‘business of betting or wagering’ 
does not include the activities of a financial 
transaction provider, or any interactive 
computer service or telecommunications 
service.” Though not binding in Canada, the 
fact that the US, even with its vigorous anti 
online gambling campaign, has legislation 
aimed at protecting intermediaries, gives 
some indication as to how a Canadian court 
might decide an intermediary liability case.

In a recent UK decision,15 the court 
addressed intermediary liability in the 
defamation context. The judge explained 
that “an ISP which performs no more than 
a passive role in facilitating postings on the 
internet cannot be deemed to be a publisher 
at common law.” However, that, if it can 

be proven that the ISP “knowingly permits 
another to communicate information which 
is defamatory, when there would be an 
opportunity to prevent the publication, there 
would seem to be no reason in principle 
why liability should not accrue.”17 If there 
were to be an intermediary liability case in 
the online gambling context in Canada, it is 
likely that, as in this UK defamation case, it 
would turn on the issue of knowledge.

Guidance from Canada?
Although we have no Canadian cases that 
have dealt specifically with the criminal 
accountability of intermediaries for 
facilitating illegal online gambling in Canada, 
we have a number of cases where our courts 
have looked at their responsibility for other 
illegal acts, such as copyright infringement, 
which may be of some precedent value. 
Those cases suggest that mere passive 
transmission of unknown content will not 
create liability. Those same cases suggest 
that there is a line between such activity and 
knowingly promoting the illegal activity. 

The Ability of the Intermediary  
to Control the Offender
Though not  dea l ing  wi th  Internet 
intermediaries, several older cases provide 
some insight into the level of authorization 
that is acceptable. These cases focus on the 
ability of the intermediary to exercise control 
over the infringing party and directly prevent 
infringement. In one case, the court explained 
that “authorize” must be interpreted to 
mean “sanction approve and countenance” 
the infringing act.18 This focus on the ability 
of the intermediary to control the infringer 
persists in contemporary Canadian case 
law. In one instance,19 a play was publicly 
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performed at a non-profit community centre 
without the consent of the copyright holder. 
After the producer filed for bankruptcy, the 
copyright holder pursued an action against 
the community centre as the intermediary. 
The court ruled that the community centre 
exercised no control over the producer and, 
therefore, did not authorize the performance 
within the meaning of the Copyright Act.20 If 
there was a formalized agreement where 
the community centre had direct control 
over the producer, such as an employment 
agreement, the court suggested that such 
authorization might have been deemed to 
occur. This would seem to suggest that an 
intermediary that merely passively hosts 
an online gambling website—without 
any formal agreement that allows them to 
control their clients’ activities—would not 
be seen as authorizing illegal behaviour. 
However, intermediaries often require the 
websites they host to sign agreements which 
include indemnity provisions and terms of 
use that provide that the intermediary will 
cease hosting the website if there is evidence 
of illegal activity. The inclusion of such terms 
might imply a certain degree of control, and 
hence liability.

Only Authorized in Accordance  
with the Law
More recently, in CCH Canadian Ltd. v. 
Law Society of Upper Canada,21 the Supreme 
Court clarified that in addition to control, 
to the extent that implied authorization 
is provided, this authorization does not 
encompass illegal activities. Here, the 
copyright owners claimed that the Law 
Society was responsible for infringement 
occurring at the Great Library at Osgoode 
Hall as they made photocopying services 

available to library patrons. Chief Justice 
McLachlin, writing on behalf of the 
Court, emphasized that “a person does not 
authorize infringement by authorizing the 
mere use of equipment that could be used to 
infringe copyright.”22 However, she added, 
“this presumption may be rebutted if it is 
shown that a certain relationship or degree 
of control existed between the alleged 
authorizer and the persons who committed 
the copyright infringement.”23 Therefore, 
assuming the logic of CCH could be 
extended to intermediaries in the online 
gambling context, if there is no formal 
relationship whereby an intermediary could 
exercise control over the activities of an 
online gambling website, it is presumed 
that any illegal activities conducted over this 
website would not be seen as authorized 
by the intermediary. However, once made 
aware of illegal activities, the protections of 
CCH will likely no longer apply.

Ignorance is Bliss: Passive 
Retransmitters
An early approach taken by the Supreme 
Court  o f  Canada 24 focuses  on  the 
intermediary’s lack of knowledge of the 
transmission as the key factor allowing it 
to avoid liability. The court reasoned that 
“the owners of the telephone wires, who are 
utterly ignorant of the nature of the message 
intended to be sent, cannot be said within 
the meaning of the covenant to transmit a 
message of the purport of which they are 
ignorant.”25 This same logic prevailed 113 
years later in the SOCAN case. 26 In SOCAN, 
the plaintiffs alleged that the ISPs were not 
merely passive conduits for information of 
which they had no knowledge, but active 
participants in copyright infringement.27 

The ISPs, however, maintained that 
although “they provide the medium… they 
do not control the message.”28 The Court 
decided in favour of the intermediaries, 
reasoning that if “an Internet intermediary 
does not itself engage in acts that relate to 
the content of the communication… but 
confines itself to providing ‘a conduit’ for 
information communicated by others” then 
it will not be deemed to be a participant to 
the infringement.29 

The question, then, is when does 
an Internet intermediary cease to be “a 
conduit” and begin to be an active infringer? 
Justice Binnie explains that “notice of 
infringing content, and a failure to respond 
by ‘taking it down’ may in some circumstances 
lead to a finding of ‘authorization.’”30 This 
uncertainty as to when authorization, and 
hence intermediary liability, occurs will 
surely cause intermediaries to err on the side 
of caution; upon the receipt of any notice, 
fear of legal consequences would cause 
intermediaries to take down content before 
they have the ability to consider whether or 
not the take down request is legitimate.31 The 
practical effect for Internet intermediaries 
is that they will do their best to remain 
ignorant of their customers’ online gambling 
activities in order to avoid potential liability. 
Once they discover any questionable activity 
they will either (a) take down the website 
they are hosting, lose business, and face the 
possibility of a lawsuit from their hosting 
client; or (b) do nothing and face potential 
criminal legal responsibility. For Internet 
intermediaries, ignorance is bliss.

Where is the Line?
From passive hosting to active promotion, 
there are varying degrees to which an 
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Internet intermediary might be involved 
with online gambling. Despite the dearth of 
legislation and case law dealing with Internet 
intermediary liability in the online gambling 
context, from the case law discussed above we 
can infer that (a) supplying the infrastructure 
for online gambling, such as passively 
hosting a website, will likely not constitute 
participation in illegal activity; and (b) to an 
extent, any implicit authorization does not 
constitute authorization to undertake illegal 
activity. This is all good news from the 
perspective of Internet intermediaries. 

Attempting to infer the law of Internet 
intermediary liability in the online gambling 
context from cases discussing copyright 
infringement and the limited foreign 
jurisprudence available, however, can only 
provide a limited degree of insight and legal 
certainty. Passive or implicit authorization 
might involve inaction where action would 
have been required to stop the infringement, 
while active authorization might involve 

express approvals or urgings to commit the 
act of infringement. There is a grey area 
in the middle of this spectrum in which it 
is difficult to demarcate between passive 
and active authorization; it is knowledge 
that transforms a passive conduit into an 
active—and potentially liable—participant. 
Because of the lack of case law in the online 
gambling context, it is difficult to be specific 
about what constitutes knowledge. Justice 
Binnie’s comments in SOCAN suggest that 
notice “may in some circumstances” amount 
to knowledge. Certainly, according to this 
logic it would be unacceptable in Canada for 
a telecommunications provider to actively 
partner with a purveyor of online gambling 
products as T-Mobile recently did with 
Cecure Gaming.33 Enacting legislation, as 
the US did, or producing case law, as the UK 
did, that properly immunizes intermediaries 
would be helpful. Contrary to the age-old 
adage in business of “know your customer,” 
as it stands, legal uncertainty causes Internet 

intermediaries to ensure they are as ignorant 
as possible of their customers’ identities and 
activities. Which leads us to the question, 
how can Canada foster a leading information 
technology industry when intermediaries 
cannot know their customers, implement 
effective business practices, or provide 
responsive customer service? CGL
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