
 

 

Cybersecurity  

 

Ethical issues, privacy, intellectual property protection...cybersecurity now affects us all.   

Because commercial, financial and strategic information is increasingly prone to misuse as a result of 

technological advances, organizations in both the public and private sectors must take steps to protect 

themselves. FASKEN can be of assistance. 

To respond to the risk of cybersecurity 

 

 

 

 

 

  

 Advice related to legal, regulatory and technical sectoral standards  

 Measures to reduce risk exposure in connection to legal liability in cybersecurity 

 Review of contracts with vendors 

 Preparation of a cyber crisis management plan 

 Legal Privilege Strategies for Incident Assessments and Interventions 

 Training programs and contingency plans 

 Cybersecurity prevention, management and response 

 Transfer of risks through contracts and insurance  

 Intellectual property management and strategies 

 Regulatory issues and privacy 

 Compliance with the Anti-Spam Legislation 

 Access to information 

 Security breach simulations 

 Ability to act as a Data Breach Coach 

 Developing innovative legal risk management and privacy compliance tools and anti-spam measures 



 

 

Types of incidents covered 

 Hacking and sophisticated attacks by malicious 
software and phishing;  

 Cyberextorsion using ransomware and Distributed 
Denial of Service (DDoS) attacks; 

 Loss and theft of laptops, disks, flash drives and 
paper files; 

 Social manipulation scams and scams involving 
fraudulent bank transfer orders;  

 Work practices (e.g., misuse of information for 
commercial purposes);  

 Payment Card Industry Data Security Standard 
(PCI) payment card breaches;  

 Careless, nosy or dishonest employees;  

 Complex infringements by service providers.  
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You have questions? 

Let’s talk.  

Advice and recommendations on civil 

law and public law in Quebec, as well 

as on European law. 
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